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Verba: Protecting your EDP Investment

Now that EDP installations represent so heavy an
investment for so many companies, the proper pro
tection for machines, records, and software becomes
a vital part of the company's security plan—

PROTECTING YOUR EDP INVESTMENT
by Joseph Verba
Commercial Standard Insurance Companies

he classic functions of the
management process include
the control operation. Ordinarily
control is interpreted to be a fol
low-up of planning activities.
Commonly accepted means
of ac

complishing control include the
establishment of predetermined
goals or standards, the measure
ment of performance, the compar
ison of actual performance with
the standards, and the making of
appropriate control decisions. In
conjunction with the managerial
function of control, there is a sup
porting activity popularly called
“internal control.” Internal control
covers a wider range than just the
establishment of standards and
measurement of performance. It is
the total of all control activities in
an organization with the objectives
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of maintaining accuracy of business
data, safeguarding company assets,
promoting operating efficiency,
and encouraging compliance with
existing company policies and pro
cedures.
This article concerns itself with
only one aspect of internal control
—safeguarding company assets—
and only those assets related to
the electronic data processing op
eration.
Computer usage has mushroomed
in recent years. Hardware improve
ments such as reduced cost and
size have resulted in more business
organizations availing themselves
of EDP operations. Software im
provements such
the develop
ment of better applications have
encouraged greater usage of EDP
systems. The use of EDP systems

has increased enormously in re
cent years, and because of compe
tition and general overall growth
the continuing expansion of EDP
usage is assured.
The high unit cost, large storage
capacity, and speedy processing
capabilities of computers have re
sulted in centralized control of the
processing center. A breakdown in
this processing center jeopardizes
the entire business operation. Once
a paperwork operation has been
converted to the EDP system, dam
age to the system or the records
can be disastrous. Once the appli
cation is converted to EDP, revert
ing to the former manual method
is impossible. In addition, equip
ment and records of the EDP sys
tem are exposed to different types
damage. Temperature and hu37
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can
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to “useful
” Art.
and7 “nonessen
affect computers and cause mal
tial” should be given special
functions. Records on paper are
attention and kept in fire-resistant
subject to damage by heat and
storage equipment. Duplication
moisture, but records on magnetic
and storage in a safe place, prefer
tape,
most
commonly
used
in
EDP
ably in a separate location, is the

systems, are especially sensitive to
most desirable protection, particu
damage and erasure.
larly for those records that would
The cost of recreating such
be impossible to recreate if the
records could be astronomical.
originals were destroyed. When
Management should be aware of
records are in constant use and
the implications resulting from the
the quantity is large, duplication
possible damage to or destruction
may not be a practicable answer.
of all records used and created in
Duplication of the updated records
the EDP operation. Management
would be extremely expensive and
should also be aware of the related
time-consuming.
risks involving (1) property loss
2. Equipment—While the danger
due to damage to or destruction
of damage to EDP equipment is
the EDP equipment, (2) losses due
no different from exposure to dam
to error output, and (3) losses
age of any other office equipment,
arising from extra expense incurred
the EDP equipment is subject to
Once a particular function is
in recreating records as well as
greater damage, and the cost of
losses
arising
from
business
inter
such
damage can be very expen
converted to EDP, the
ruption because of damage to or
Suggested precautionary mea
destruction of equipment, records,
un interrupted continuation
sures include isolation of the
or premises.
system in an approved fireproof,
of the operation becomes
independently air conditioned area
and assignment of capable and
essential to the normal
Reducing the risk
knowledgeable personnel to oper
operation of the business.
ate and maintain the EDP system.
In attempting to safeguard the
Where the equipment is leased,
company
’
s
EDP
assets,
manage
Minimizing or reducing losses
management should insist on a
ment’s first step should be the elim
careful examination of the lease to
ination or reduction of the risk
in this area can be
determine the extent of liability on
of loss. Suggested approaches, by
accomplished by duplicate
the part of the lessee
well as
category of exposure, include the
the
lessor.
following:
records and stand-by
1. Records—Source documents
3. Loss of Use—Probably the
equipment . . .
(unconverted records) and media
greatest exposure to loss arises
(tapes, punched cards, paper tapes,
from the possible loss of use of
etc.) should be evaluated for pro
the equipment and/or the records.
tection purposes. Records classified
Once a particular function is con
as “vital” and “important” as opverted to EDP, the uninterrupted
continuation of the operation be
comes essential to the normal op
eration of the business. Minimizing
JOSEPH VERBA, CPA, is
or reducing losses in this area can
vice president-controller
be accomplished by duplicate
of Commercial Standard
Insurance
Companies,
records and stand-by equipment.
Fort Worth, Texas, a
The high cost of such stand-by
wholly owned subsidiary
equipment makes it unfeasible to
of Nationwide Mutual
Insurance Co., Colum
purchase it. It is possible, however,
bus, Ohio. From 1948
to
enter into a reciprocal arrange
until his promotion to
ment with another user of similar
CSIC controller in 1965, Mr. Verba was an
internal auditor and internal auditor man
equipment for the exchange of fa
ager for Nationwide. He is a past president
cilities in event of an accident.
of the Central Ohio and Fort Worth chapters
of the Institute of Internal Auditors. Mr.
“Rack-up” arrangements with sev
Verba received his B.S. from Ohio State Uni
eral users of similar equipment
versity and has recently done graduate work
would be even better.
in management at Texas Christian University.
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In the same way that EDP risks
Verba: Protecting
your EDP Investment
ance afforded;
mandatory co
can be categorized as pertaining to
insurance is required as are de
records, equipment, and loss of use,
ductibles for specific exposures.
insurance coverages available can
As in the Standard Fire Con
be classified along similar lines.
tents Form, the event to
1. Records and Equipment
which this form covers items
that are both media and an
A. Property Insurance
(loss
or

integral part of the equip
damage to the system, including
ment (such as magnetic disks)
equipment and records)—In gen
is questionable and subject to
eral, there are four existing forms
interpretation. There are certain
designed to provide coverage on
personal property such as EDP sys
exclusions, such as mysterious
tem property including supplies,
disappearance and fraudulent
equipment, and records. Since these
or dishonest acts of the insured
coverages have exclusions and limi
or his employees, incorporated
tations, EDP system users should
in the form. The form itself
determine what coverages are avail
should be reviewed to deter
able and to what extent coverage
mine all exclusions applicable.
is provided.
This form is excellent for pro
(1.) Standard Fire Contents
viding insurance on an office
Form—This form covers property
containing an EDP system and
of the insured, or property of
has the advantage of covering
others for which he is liable, on
all contents, not just the EDP
an actual cash value basis. Cov
system. As to the coverage on
erage may be afforded against
records and media, while it is
the perils of fire, extended cov
all risk, it contains a “books of
erage, vandalism, and sprinkler
accounts” limitation (usually a
leakage. Records, including
dollar limit of $500 is paid for
source documents and media,
reproducing books of accounts,
constitute “contents” under the
card index systems, etc.), coin
standard form; however, the ex
surance is mandatory, and it is
tent of coverage is questionable.
not the most satisfactory form
The advantage of this form is
for insuring valuable records
that it is available for covering
and media.
all contents in an office and not
just the EDP system. The prin
Requirement for insured
cipal disadvantage is that this is
a specified peril form, and
(3.) Valuable Papers and Rec
the exposure to damage and
ords Form—This form is very
the costly nature of EDP
broad and does not exclude
equipment suggest separate,
earthquake, disappearance, dis
broader coverage.
honesty of employees, and other
(2.) Office Contents Special
items excluded in the other
Form—This form is designed to
forms. It does not contain a co
provide All Risk coverage to
insurance clause but does re
“Business Personal Property of
quire that records that cannot
the insured usual to the office
be replaced must be specifically
occupancy—” and to “similar
insured at an agreed value.
property of others held by the
When this is not done, loss is
insured and for which the in
limited to the “actual cash
sured is liable.”* There are limi
value” of damaged or destroyed
tations on the amount of insur
records or the cost to replace.
The Valuable Papers and Rec
ords policy may be subject to
*CPAs, service centers, and all firms
ing data processing work for others often
a requirement that the papers
find it wise to carry some form of Errors
and records be kept in certain
and Omissions” insurance to indemnify
protective
devices when not in
themselves for mistakes made in their
use.
work for their clients.
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The high cost of such
stand-by equipment makes it
unfeasible to purchase it.

It is possible, however, to
enter into a reciprocal
arrangement with another

user of similar equipment for

the exchange of facilities in
event of an accident,
“Back-up” arrangements

with several users of similar

equipment would be even
better,
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None of the standard forms provides adequate coverage for reconstruction of information

(4.) Accounts Receivable Form
—This is another form of valu
able record insurance. The pri
mary coverage is against an in
direct loss, since it covers the
inability of the insured to col
lect money due him as a result
of the destruction of his ac
counts receivable records.
(5.) Special Data Processing
Policy—Equipment—This is a
special policy offered by a few
insurance companies designed
to provide broad all risk cov
erage to EDP equipment. Sev
eral exclusions common to the
all risk forms are missing in
this form. Since this is an equip
ment form, separate insurance
must be carried on records and
media.
(6.) Special Data Processing
Policy—Media—This is a broad
all risk form covering data proc
essing media of all kinds. There
is no provision,
in the Valu
able Papers and Records form,
limiting recovery to actual cash
value in event of loss. Valuation
is at reproduction cost, which
contemplates the possible need
for reproduction under emer
gency conditions and includes
extra expense resulting from
such replacement.
**
Source
documents that have not been
converted to media form are not
covered by this form.
2. Loss of Use
In the event of an emergency,
not only is it possible that equip
ment is damaged, but damage to or
**Not covered in the article is insurance
for the software systems developed
the insured. These can be amazingly
costly to duplicate they are destroyed.
For that reason, it is best for the in
sured to make the best
estimate
of what it would cost to duplicate each
of his programs if they were destroyed
and then insure himself for this full
amount.

destruction of records and/or media
can require a crash program for
replacement. The amount of extra
expense insurance that should be
carried is very difficult to estimate.
Even when care is taken to work
out the amount of extra expense
needed, it is usually too little in
event of a serious loss. Insurance
coverages available to help defray
the extra expense resulting from
damage to or destruction of equip
ment and/or records include the
following:
A. Business Interruption Insurance
—This coverage applies to a loss
in gross earnings resulting from
specific perils insured against. In
order to have a loss paid under this
coverage it is necessary to show
that a reduction in earnings has
occurred. Since the loss sustained
by damage to or destruction of EDP
systems does not directly result in
a reduction in earnings, but only
in extra expense to get the system
in operation
soon as possible,
this type of coverage is not satis
factory for covering the possible
time element loss.
B. Extra Expense Insurance—This
is a standard form covering extra
expense incurred to continue the
normal operation of the business
immediately following damage to
or destruction of (described)
buildings or contents by a peril
insured against. This would include
the EDP system, but a special ex
clusion eliminates the reconstruc
tion of records. This limitation
makes this coverage unsatisfactory
for loss to records and media.
C. Data Processing Extra Expense
Form—This is an all risk form de
signed for insuring data processing
systems. It is probably the only
extra expense form that will defi
nitely provide extra expense cov
erage arising from the destruction
of EDP media.
The tremendous investment made
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in EDP systems by business organi
zations and the extent to which
these EDP systems are integrated
in the organizational operations
makes it mandatory that managers
responsible for the EDP activities
be aware of the implications re
sulting from damage to or destruc
tion of the systems.
As a part of their control func
tion, managers should determine
the extent of loss that could de
velop from damage to or destruc
tion of equipment and records. As a
means of reducing the risk and ex
posure, certain protective measures
can be implemented. These in
clude: keeping vital records in fire
proof safes when not in use; dupli
cating records where practicable;
developing a “disaster plan”; and
working out “back-up” arrange
ments with other users of similar
equipment.

Special form coverage broader
While not reducing the risk or
exposure, insurance coverages are
available for EDP equipment and
records. The standard forms afford
coverage for EDP equipment,
though not
broad as that avail
able under special forms. None of
the “standard” forms provides ade
quate coverage for reconstruction
of information contained on rec
ords and media. The special data
processing forms do provide a more
complete coverage for insuring
EDP media and for the extra ex
pense arising out of damage to or
destruction of the media.
A prudent manager will recog
nize his risk exposure, take appro
priate measures to minimize these
risks, and, in conjunction with who
ever is charged with record pro
tection, will obtain applicable in
surance coverages to indemnify his
organization in case of loss.
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